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Sichuan Odot Automation System Co., Lid.

Administrator

A. PC NIC setting

IP address: 192.168.2.X (X: 1~254)
Subnet mask: 255.255.255.0

Internet Protocol (TCP/IP) Properties @

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(O Obtain an IP address automatically

() Use the following IP address:

1P address: 192 . 1§8 7 . |

Subnet mask; .255.256 . 0 |

Default gateway: 2 = 2 |
Obtain DNS server address automatically

() Use the following DNS server addresses:

Preferred DNS server: . . .
Alternate DNS server: 9 4 4

I oK J[ Cancel ]

B. Login
Default IP : 192.168.2.1

Login ID: admin (Lowercase)
Password: system (Lowercase)
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C. Welcome to 8 Port Smart Switch Web Controller
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“ Administrator

% Port Management

Welcome to
8 Ports SmartSwitch WehController

% VLAN Setting Basic Feature
QoS Setting Management
t & Support CoS
* Port Security « Support PorBase YLAN s Embedded HTTP web Management
 Configuration BackupRecavery « Broadeast storm Protection e Port Status cnm’lgure_
« Port Base VLAN Setting
# Logout ~ e PortBase DataRate Sefting
Advanced Switch o PortLacking
s Q05 Setting
& Auto MDUMDIX option o Password security
o filterfforward special DA option o TFTP firmware upgradable
& Support Packet length 19921536
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1. Authentication Configuration
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" (e Authentication Configuration

Authentication
Configuration
System IP

Configuration

Sefting Walue

SR EELE Usemame acmin max15
@ Load default setting
@ Firmware Update Password e mac 1%
@ Reset Device Confirm rze —]

* Port Management Updake

* VLAN Setting

* QoS Setting Hote:

* Port Security
% Configuration BackupRecovery | Username & Password can only use "a—z","4-Z","0-9"," ","4","-""="

# Logout

EED [[TTMewmwme

(Username & Password max:15 & can only allows "a-z","A-Z","0-9","_""+""-","=".)

2. System IP Configuration

Default IP: 192.168.2.1
The following screen is the example of changing the IP address to 192.168.2.5.

1 itch Web [lex - Microsaft Internet Explorer : =100 x|
HRE HHE GRD FHEEW TAD HAD V E
wi=E -5 - Q[ 4| Gus HxeeE Gre 3D S -

HRHEDY [{E] hp:i192.168 2.1/ | pHE EE>

1 2 3 4 5 6 17 8
8-Port 10/100Mbps Fast Ethernet Switch EEEEEEE®
St System IP Configuration

@ Aul
Configuration

Systermn I -
Configuration Setting Value

Systern Status 1P Address IW IW I?'_ |5—
Load default setting
Firmuvare Update Subnet Mask IF lﬁ lﬁ IO—
@ ResetDevice

o Gateway IW IW l?._ lﬁ

% VLAN Setting IP Configure @ Static © DHCP

“ QoS Setting Update

# Port Security

# Configuration Backup!
¥ Logout

]
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IP address, Subnet Mask, and Gateway at system IP Configuration box can be configured
by user. IP178C,and IP178CH also support DHCP methods to get IP address from DHCP
server.

After clicking “update”, you will see the system is re-booted.

B #HE #RD REW IAD Hew
“r-E -2 - Q[ a Ques areE Gxe 3B 99 -

S-Port 10/100Mbps Fast Ethernet Switch

' Administrator

@ Authentication Update
Configuration Successfully!!
2 Bystern IP
Configuration
2 System Status Please Click "Reboot” 1o use new setting to login
@ Load default setting
@ Firmware Update

2 ResetDevice
# Port Management
* VLAN Setting
# QoS Setting
# Port Security
% Configuration Backup/Recovery
# Logout

[g1%m [T e siets 4

Login in new IP address 192.168.2.5
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3. System Status
Display Switch MAC address, software version.

EE ch Web-Bi woller - Micisnit Intemet Explorer
BED WEE BRO S9REW IR0 A
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1 2 3 4 5 6 7 8
8-Port 10/100Mbps Fast Ethernet Switch HEEEEESE

< Administrator

System Status

@ Authentication
Configuration

@ gysternlP L[ M Addrmce | SOReRe1 7R 2.
Bl | MAC Address S080:L780:13:F0 |
2 System Status Number of Ports 8
@ | oad default sefting N
@ Firmware Update Comment Switch
fHpenel Dovice System Version IP2LOSDK2_L2.21_ICPlus_IP178_v5.2.2_8T
# Port Management I—
“ VLAN Setting Idle Time:| (1~30 Minutes)
& oossetin I Idle Time Security € auto Logout(Default),
* Port Security
# Configuration Backup, © Back to the last display.
# Logout Tpdate

Note:

Comment name can only use "a-z","A-Z","0-9"," " "y nr nn

BT [T ewme

A. Comment: Itis a nickname of the management switch you can set.
B. Idle Time Security: Itis an AUTO logout timer and the idle time range is 1~30 Minutes.
If select Auto Logout and click update without filling in the idle time blank, then the idle time
will be the default value.

e Select Auto Logout (Default).
When idle time expires, the following notice will show up.
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Without any actions on this system, for security issue, this system has been logout automatically. Please re-login or close this window
for exit.
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e Select Back to the last display.
Without any actions on this system, the login screen will show up.
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S SWHE BRY AR TRO REG
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Without any actions on this syetem, for sscurity issue, this system will be logout, Flaase click Back or other items % continue your
warks.
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1 2 3 4 5 6 Ty  Seriber
6 TP+2Fiber Port10/100MbpsFast Ethernet Switch = = = = = &

¢ Administrator System Stat us
2 Authentication
Configuration
@ Systern IP SO T ] 2
A MAC Address 50:80:17:80:13:F0
9 Gystern Status Number of Ports 8
o Load default setting
@ Firrmware Update Comment Swich
AR peethons System Version [P2LOSDK2_L2.21_ICPlus_IP175_V5.2.2_6T2F
# Port Management l—
% VLAN Setting Idle Time:| (1~30 Minutes)
¥ s Sotirg I Idle Time Security © Auto Logout(Default).
* Port Security
* Configuration Backup:  Back to the last display.
# Logout Tpdate
Note:
Comment name can only use "a-z","A-2","0-9""_""+","-","=".
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T TP +1Fiber Port10/100Mbps Fast Ethernet Switch

7 Administrator

System Status
Authentication
Canfigutation

@ System IP P —
Configuration MAC Address 50:80:17:80:13:F0

@ System Status Number of Ports -]

@ Load default setting

@ Firmware Update Comment Switch

a

fREsEtbeyes System Version P210SDK2_L221_I1CPlus_IP178_V5.2.2_7TIF
* Port Management

% VLAN Setting Idle Time:| (1~30 Minutes)

* QoS Setting " Idle Time Security © Anto Logout(Default).
* Port Security
# Configuration Backup/Recovery € Back to the last display.
# Logout Update:
Note:
Comment name can only use "a-z","A-Z","0-9","_","","-" ="
BEES [T e Z

(Note: Comment name only use "a-z","A-Z","0-9"," ""+""-""=".)




4. Load default setting
Load Default Setting to EEPROM.
3 roller - Micro: et rer

X et Biplo SlEiE]
BREE FHEO BAD IHSEQ TAD [ = |
“r-E -2 - Q[ a Ques areE Gxe 3B 99 -

#HED) [€] hipn192.168.2.5¢ ~| puE |EE>
7 8

1
S-Port 10/100Mbps Fast Ethernet Switch

2 3 4 5
@ &E @

AL LG Load Default Setting to EEPROM
2 puthentication
Configuration recover switch default setting excluding the IP Address, User Name and Password

3 Bystern IP
Configuration

System Status Load.

)
@ Load default setting
2 Firmware Update
2 ResetDevice

# Port Management
* VLAN Setting
# QoS Setting
# Port Security
# Configuration Backup!

# Logout
5 e N
&1 = [ | V.

Note: this change only concerns the switch behavior, excluding the change for user name,

password and IP configuration.

System Update Successfully! Please Click to use new setting to login.

2 S roller - Microsoft Intemet Explorer 13| x|
BEE BED WA0 AMSEW TED HOO
CL-H -2 - Q[0 d Qus GismeE G 3| 5D 5w -

D) [&) hip192 168.2 51 x| piE E >
7 8

1 2 3 4 5 &6
8-Port 10/100Mbps Fast Ethernat Switch EEEEEEE

7 Administrator

8 Authentication Update
ooty Successfully!
2 Gystem P

Configuration

Syslem Status Fleaze Click "Reboat" to use new setting to login

)
9 |oad default setting
9 Firrmware Update

2 ResetDevice

# Port Management
2 VLAN Setting

& QoS Setting

# Port Security

# Configuration Backup!

% Logout
50 I I
e [ [ |oweEes 7
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5. Firmware update
Enter Password & Reconfirm.

itch W =lalx|
BEE REED BAR0 HOREW IBD HA® ﬁ
“r-E -2 - Q[ a Ques areE Gxe 3B 99 -
D) [E] hpains 168,250 ] PuE [Ea >

S-Port 10/100Mbps Fast Ethernet Switch

' Administrator :
Firmware Update

2 Authentication
GCanfiguration

3 Bystern IP
Configuration Password Iwww

@ Systern Status
Load default setting
Firrmware Update
2 ResetDevice

Notice:Flease input the password to continue
the Firmware Update process.

ReConfirm [+

Update

# Port Management

* VLAN Setting

* QoS Setting

# Port Security

# Configuration Backup!
# Logout

5 e N
&1 = [ | V.

Click button, and then the old web code will be erased.

oft Inte :r ] 3]
BEE AED BR0 HHeEW IED SHHAWm ﬁ
CL-E -2 - Q[0 4 Qus czmeE Ome 3B SOl
D) [&] ho197 16825/ R R
=
Erage Flash In Progress (6/128)
If thiz webpage doesn't refresh smoothly, please connect to http:192.168.2.5 to continue.
|
&) EAERIEEE hitp/f192.168.2.51... [ [ | e 7
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Select the image file(should be “.bin” file) and click UPDATE.

=1alx|
EE WO sfn SHRER TRO HAB BE
CEE-4 - D@0 4 Ques azes See @ B9
D [&] hpoz 168,250 | onE [Em >

| Firmware Update by Web browser

Select the image file:
IP\gﬁgﬁfﬂ)‘cha’ly\WEE\exe_ICPlus_[Pl?S_nologo_WEthd_MlOSDK2_L2‘21 BlEE.

Click "Update” to upload file: Update

[ Firmware Update by TFTF

There are two method to do the Firmware Update:

1. (By Web)Please browse to or type in the target image file in the upper
input field, and then press update button to continue.

2. (By TFTP client)Use MS Windows' Command Prompt window io run ifip
client program.

Syntax: c:\ftp -i 192.168.2.5 put FILE_DIRECTORY\FILENAME.bin

3. If the update process somehow goes wrong(like power failure), please
connect to http://192.168.2.5 to restart.(If possible, reset device first.)

4. It takes about 45 seconds to complete the firmware update.

Fou'd better carefully read the document regarding the update procedure, preventing
the unexpected problem form cccurring.

[
EED [[TTMewmwme

Note: You should use the IP address which you previously set; otherwise the firmware
update process cannot be completed.
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6. Reset Device
Click “Confirm” to Reboot the Device.

WRE HEE RO HHREW IRD RA@

JRI=IE
=

CEE -4 - D@ 4 Ques wameE Sk 35S v -

D) [€] hp0z 1682 11

Authentication
Configuration

System IP
Configuration

Systermn Status
Load default setting
Firmware Update
Reset Device

* Port Management

* VLAN Setting

* QoS Setting

* Port Security

# Configuration Backup/Recovery
# Logout

S-Port 10/100Mbps Fast Ethernet Switch

- Administrator

Reboot Derice:
Click "Confirm" to Reboot the Device

~| puE >

[ omwe
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Port Management
1. Port configuration
User can modify the Name. Link Capatility. Duplex and TX,RX ability for each port.

8T

F I [ |
WRE HEE BR0O FRELW IAO HAHE ‘
GEE - - Q6 4 Qe rwes Gne 3D 5 -
D) [&] hepnioz 168217 T piE | >
8-Port 10/100Mbps Fast Ethernet Switch
& Administrator Port Control Configuration M
-~ Port Management
@ Por Configuration
ACancnnoto) Port No MName Link Capability Duplex Port TxRac Ability
@ Broadcast Storm
Gontrol = || [Barto-Piego (A1 Caabilties) v [P 5] Fdbls
@ Max. Packet Length
% VLAN Setting e
# QoS Setting
; Note: POrt rame can orly Use "a-2" "A-Z" "gr 1 1 it iz
% Port Security
icolous Backunww Current Status Seting Status
% Logout Port Name
Link | Speed | Duplex Capability Duplex | Port TxRx Ability
1 IC+ @ | 100Mb | FULL Auto enable
2 100M-Full [} 100Mb | FULL Forced 100Mb FULL enable
3 abc [ ] 10Mb FULL Forced 10Mb FULL enable
4 100M_Half | @ | 100Mb | HALF | Forced 100Mb | HALF enable
5 123456789 [ ] 10Mb HALF Forced 10Mb HALF enable
[ MNO== (-] - - Auto — disable
7 (-] - - Forced 10Mb HALF disable
g ® | 100Mb [ FULL ALto -— enable
=l
@z | [ e s Y
6T+2F
] oll: Infomet Ex i [ |
BRO REED WA0 IHHREW IAD HHAD ‘
CEE-o - QE 4 Dus waveE Ime 3B S H0
RO [ hpa192.168.2.11 | @iz & 2

TEibes)  BiEiber

1 2 3 4 5 6
6 TP +2Fiber Port 10/100MbpsFast Ethernet Switch = = = = = =
& Administrator Port Centrel Configuration T

-+ Port Management

Port Configuration

sl el Port No Name Link Capability Duplex Port TwRx Ability
@ Broadcast Storm
Contral T~ Il [xvio-biege (All Capabiliies) ] Full ~ Enable =
9 Max Packet Length
# VLAN Setting
% QoS Setting
: Note: Port name can only use "a-z""A-Z""0-9" "_" "+" " ="
# Port Security
 configuration BacKupRecovery Current Status Setting Status
* Logout Port Narme
Link | Speed | Duplex Capability Duplex | FPort Tx/Rx Ability
1 IC+ @ | 100Mb | FULL Auto — enable
2 100M-Full @ | 100Mb | FULL Forced 100Mb FULL enable
3 abe * 10Mb | FULL Forced 10Mb FULL enable
4 100M_Half @ | 100Mb | HALF Forced 100Mb HALF enable
5 123456789 [ ] 10Mb HALF Forced 10Mb HALF enable
[ NO== (-] - - Forced 10Mb HALF disable
7 -— - -— -— FULL enable
g -— - -— -— FULL enable
=
BB | | wsm Z
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FE-R - - Q043 ey Lgmme Tum 9 D9 . da

RED) @ =2, 1652.1 =] onE | EE
| \ea - ¥7 - A | HLE [ W - NRE - | @UWTFRIES e - LDfEE - SEW - 0o - >
| SmantSwitch Web-Base ... ||+ #5R5YH %]

1020 8 AL B 6T
hmmmmmmm

TTP+1 Fiber Port10/100Mbps Fast Ethernet Switc!

= Administroton Port Control Configuration =
 Port Management
* Port Canfiguraton
/SRR Conrl PortNo. Name Link Capability Duplex | Port TxRx Abilty
9 Broadeast Storm 1 t 1 | {
Control M= | rl [FoerNiego A Copaiines) ] = [ =]
S Max Packet Langth 1 1
* VLAN Setting L
QoS Setting
) : Note: Fort name can only use "a.2","A.2" "0.9" " "
G b b e | Current Status Setting Status
* Logout Port Name T t 1
Link | Speed | Duplex Capability Duplex | Port Tx/Rx Ability
1 ICe ® | 100Md | FULL Auto - enable
2 100M-Full - Forced 100Mb | FULL enable
3 abc - - Forced 10Mb FULL enable
4 100M_Half | - - Forced 100Mb | HALF enable
) 123456789 | - - Forced 10Mb HALF enable
6 NO== [~] Auto aisable
7 (-] Forced 10Mb | FULL disable
8 FIBER FULL enable
B
- L] g T

After completing the settings, click update button to take effect. The setting will be reflected
at current status window.
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2. Bandwidth Control
The range of bandwidth is from 128K to 8M, Full speed.

Example :
Bandwidth | Portl Port2 Port3 Port4 Port5 Port6 Port7 Port8
Control 128K 256K 512K 1M 2M 4M 8M Full
setting

Do et Exploaas 3 ol
BED WHE IRD MWD | v |
W - QE A Ome upmax Gwe 9 D .
M () 19218021 - ouE W >
Bandwidth Control
PortNo TX Rate RxRate
= T8 = [
Upeoe LoadDedislt
If the link spead of selectad port is lower than the rate set by user. this system vall use the knk speed
asuser’ §setting
Port No [ TX Rata [ Rx Rate
1 128 Kb 128 Kb
2 256 Kb 256 Kb
3 612 Kb 612 Kb
4 1Mb 1Mb
5 2Mb 2Mb
4 Mb 4 Mb
7 8Mb 8Mb
8 Full Full Y5
=
xR © PRI

To verify the function of bandwidth control, we use a SmartBit to generate the packet traffic.
and the network environment is set as the following.

o Equipment
SmartBits : 2000

J Setting
100Mbps, Full duplex, fixed length 60bytes, random data.
The cable connection is depicted as the following figure.

o Cable length

) 120m

Port 1 transmits packets to Port 8.
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DUT

P1 P8
v
SMB
Results:
Rate X RX
128Kb | 16,363(bytes)*8,1024=128K=128K | 16,058(bytes)*8,1024=125K =128K
256Kb | 31 786(bytes)*8,1024=248K =256K | 31,468(bytes)*8,1024=246K =256K
512Kb | 62,066(bytes)*8,1024=485K =512K | 59,985(bytes)*8,1024=469K =512K
IMb | 118,145(bytes)*8,1024=923K =1M | 123,833(bytes)*8,1024=967K =1M
2Mb | 231 687(bytes)*8,1024=1810M=2M | 228,343(bytes)*8,1024=1784K=2M
4Mb | 460,178(bytes)*8,1024=3595M=4M | 472,520(bytes)*8,1024=3692M=4M
8Mb | 947,045(bytes)*8,1024=7399M=8M | 925,217 (bytes)*8,1024=7228M=8M
cull | 9:523,652(bytes)*8,1024=74403M | 9,523,650(bytes)*8,1024=74403M
=80M =80M
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3. Broadcast Storm Control
IP178C,and IP178CH drop the incoming packet if the number of broadcast packet in queue
is over the threshold.

ER llet - Microsoft Internet Explarer [ 3]
#BEE #HE WRY #REW IRD HAW |
E -0 - 00 4 Qus massE Pre 3| B9 v

D) @) hrpi0z.168.2.1¢ =] onE >

S-Port 10/100Mbps Fast Ethernat Switch

# Administrator

Broadcast Storm Control

“+ Port Management

@ Port Conflguration
@ Bandwidth Control Itern Setting

s Broadcast St }
S Broadcast storm protection ¥ Enable

@ Max Packet Length Update

# VLAN Setting

* QoS Setting

* Port Security

# Configuration Backup/Recoveny
# Logout

EE [ e
J Equipment
SmartBits or IXIA
e  Setting
100Mbps, Full duplex, fixed length 60bytes, random data.
Continuous Mode, Fixed Length 60bytes, Custom Background, Inter-packet Gap
0.96 uSec, source address: 00 00 00 00 00 01, destination address: ff ff ff ff ff ff
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Results:

A. Broadcast Storm Control = Disable

- |For I

C& Fil: Edit Tree Actions Selection Yie

(a]'§

w  Format Window Help

=0l x|
i [1

HFEEHAE LR b

o o
o o0

y m|20E BEMD 6

&l Paorts

Ewents

Events
01 §%-7410 02 5X-7410 03 5x-7410 04 5X-7410 05 5X-7410 06 SX-7410  OF S-7410 08 Sx-7410

Events

Ewvents

Events

Ewents

Events

Events

-

T« Frames 1.000 1] 1] 1] 1] a a a
Fix Frames a 1,000 1.000 1.000 1.000 1.000 1,000 1.000
Fx Bytes 0 7935973 793973 F93973 V93979 F935979 793979 793979
Fix Triggers 0 0 0 1} 0 0 0 0
Colligiors 1] 1] 1] 1] 1] 1] 1] 1]
CRC Ermars 1] 1] 1] 1] 1] 1] 1] 1]
Alignment Errars 0 0 0 0 0 0 0 0
OverSize a a a 1] a a a a
Frag/UnderSize 0 0 0 1} 0 0 0 0
4 3 I
Counters for § ports [Events Only Detedl View  [Updating B4 i
B. Broadcast Storm Control = Enable
(18 [Poxt B ed)*] —I—I' O il
C& File Edit Twmee Actions Selection ¥iew Format Window Help =R
EEEHAE| LR e N s =2lEHBE0 6
All Ports Events Events Events Ewents Ewvents Events Events Events ﬂ
01 5%-7410 02 57410 03 5-7410 04 5X-7410 05 5x-7410 06 5%-7410 07 5x=-7410 08 5x-7410
Tx Frames 1.000 1] 1] 1] 1] 1] 1] 1]
R Frames 1] NE NE NE NE NE NE NE
FxBytes a 20,224 20,224 20,224 20,224 20,224 20,224 20,224
§|Fix Triagers 0 0 0 0 0 0 0 0
Calligions a a a a 1] a a a
CRC Emars 0 0 1} 0 1} 0 0 1}
Alignmment Errars 0 0 0 0 0 0 0 0
OwerSize 1] 1] 1] 1] 1] 1] 1] 1]
Frag/UnderSize 0 0 0 0 0 0 0 0
4 » I
Connters for 8 ports |Evems Cinly |Deha.1'.1 Wiew |Updating |El4 A
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4. Max Packet length
Two kinds of max packet length: 1536 , 1552 Bytes

A. Packet Length(Bytes): 1536(default)
R S roller rnet Explover - ~=1o0ix|
BRO WREO BRO ROREW TAO H¥E0 \
CrE - - D[ A Que GaesE Gme P05 v -
T -3
1 2 3 4 E) 6 7 8
8-Port 10/100Mbps Fast Ethernet Switch sEmEEEEsEE
T Max Packet Length
- Port Management
@ Port Configuration
@ Bandwidth Control Itern Setting
s B Packet Length (Bytes) #1536 (default) © 1552
@ Max Packet Length Update
 VLAN Setting
# QoS Setting
# Port Security
% Configuration Backup/Recovery
# Logout
SET Y v

J Equipment
SmartBits or IXIA

e  Setting
Single Burst Mode , Fixed Length 1532 bytes because CRC packets occupy 4
bytes. , Custom Background , Interpacket Gap 0.96uSec , source address: 00 00
00 00 00 10, destination address: 00 00 00 00 00 11

Oversize packet length will show up in Oversize row.

B SmartConnters - [Port Connters for 8 ports - (nntitled )*]

CA File Edit Tree Actions Selection View Format Window Help
mSHAS L E@B a8 2§ HE
Ewvents Ewvents Ewvents Ewvents
10 5%-7410 11 547410 12 5¥-7410 13 5%-7410
i) | T Frames 1 0 1] 1]
el [P Frames 1] ) a 1]
= (= Bptes 1] a 1]
Fi= Triggers 1] a 1]
Caollizions 0 il 1] 1}
CRC Errors 0 1] 1] 1}
Alignment Errars 1] 0 1] 1]
OverSize 0 1 1] 1}
Frag/UnderSize 1] 0 1] 1]
4 |4
Counters for 8 ports Events Cnly
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B. Packet Length (Bytes): 1552

s - Miczons Ssrwt K

) Zacoish Wed-Duse Conts e

EXD WND WAD AOBRL IAD NRD =
bW - - Q0 A Ome umnax Fme 3 DD -

WD [8) oy 150 1682 U/ = CuE Wm»

8-Part 10100Mbps Fust Etemet Switch ___ = & & = © & F ©

s Max Packet Length

» Duncwian Gorrol Rem

Convn Packet Length (Bytes) € 1536 (dafaut) @ 1552

o Equipment
SmartBits or IXIA

e  Setting
Single Burst Mode , Fixed Length 1548 bytes because CRC packets occupy 4
bytes, Custom Background , Interpacket Gap 0.96uSec , source address: 00 00
00 00 00 10, destination address: 00 00 00 00 00 11

The length of the Oversize packet will show up in Oversize column.

B SmartConnters - [Port Connters for 8 ports - (untitled)*]
[?l File Edit Tree Actions Selection View Format Window Help

=E=HdAE 2R e )N | = 0 E

Events Events Events Events
10 Sx-7410 11 Sx-7410/ 12 5K-7410 13 5x-7410
SN | Tx Frames 1 a I} 1}
AU | Fix Frames 0 0 i} 0
i | s Biyles 0 0 0
If| | Fi= Triggers 1] 1] 1]
Collisions 0 I i} I
CRC Ermors I ] a I
Alignment Errors 0 1] I} 0
OwerSize 1} 1 I} 1}
Frag/lUnderSize 0 i i} 0
< |182] | (T
Counters for 8 ports Events Only




VLAN Setting

1. Multito 1 Setting

Enabling Multi to 1 setting will force both Tag Based VLAN and Port Based VLAN function to be
ineffective.

Set a specific port as a mirroring destination port. All other ports can transmit and receive
packets to the mirroring destination port, but they can’t communicate with each other.

2 SmarGvixh Web-Daze Conzolirs - Moot laeauet Explon =l0x|
42O WEED SNV EMAFQ IO NYE -
SR - -0 d Qwe unmar Fue 3|03 -

WD) [@) by 10216821/ <] PuE e

8-Port 10/100Mbps Fast Ethernet Switch

¥ Administrator VLAN Multi to 1 Mode
» Port Management
* VLAN Setting
ey S Destination PortNo (75
3 TegDased VLAN 4
3 PortBased LAN Cusrent Setting Port:3
s R (o] [RE kR esore the previous VLAN configuration)
¥ Poct Security. I
1.A example for Multi4o-1 structure
 Configur ation Bachup Recovery
¥ Logout
Destination Port/ )
Current Setting _~~
~a 7\
{07)
2.T al setting of the VLAN Group will be cleared and replaced by this special structure if you enable
thig 3
On the ¢ hand, If you ¢t the VLAN Group again, this special structure will be cleated and replaced by
your newes! selting.
&) TR © Susy

Set port 3 as the destination port. When port O~port 7 transmit packets, only port 3 can
receive packets.

The testing environment is listed as following.
o Equipment
SmartBits or IXIA
J Setting
100M Full', Flow control=ON , Single Burst Mode , Random Length , Random

Background , Interpacket Gap 0.96 uSec , source address: 00 00 00 00 00 01,
destination address: ff ff ff ff ff ff




Port 1~port 8 transmit packets in turn and only port 3 can receive packets.

S SmartConnters - [Port Connters for 8 ports - (untitled)*]

C& File Edit Tree Actions Selection View Fommet Window Help - X
=Sl EE S BR a2 s B0 BED0
| Ports Ewents Ewents Ewents Ewents Events Ewents Ewents Events *
10 5574100 11 5%-7410 | 12 57410 1357410 | 14 557410 15557410 16 S-7410 | 17 5X-7410
T+ Frames 100,000 100,000 1] 100,000 100,000 100,000 100,000 100,000
R« Frames 54,454 54,432 700,000 54,450 54,452 54,452 54,454 54,434
Fix Bytes 3,485,056 3,483,648 553520593 3484800 3484928 3484528 3485056 3483776
R Triggers 0 i} #00,000 0 1} 0 0 1]
Collisions a 1] a a 1] a a 0
CRC Errors a 1] a a 1] a a 0
Alignment Errars 0 i} 0 0 i} 0 0 a0
OwerSize 1} 1} 1} 1} 1} 1} 1} 1]
Frag/UnderSize 0 i} 0 0 i} 0 0 1]
L
< |3 [<) ) 3
Counters for 8 ports Events Only Detadl Tiew  Updating B4

Port 3 transmits broadcast packets to port 1~port8 (excluding port 3 itself).

EEX

B SmartCounters - [Port Counters for 8 ports - (untitled)*]

Eﬂ File Edit Tree Actions Selecion View Format Window Help - 8 X
= EHAEE L BR a 5 3 s EIEH B850 6
| Ports Events Events Events Events Events Events Events Events e
}?2;;3}3 105X-7410 11 5X-7410 12SX-7410 | 135X-7410 14 5X-7410 155X-7410 165X-7410 17 SX-7410 =
125%-7410
JEESSE A | | T+ Frames 0 0 100,000 0 0 0 0 0
}gb";ﬁg R Frames 100000 100000 10554 100,000 100,000 100,000 100,000 100,000
220 Rx Bytes 79057028 79057028 675456 79,057,028 79057028 79,057,028 79,057,028 79,057,028
Rx Triggers 100,000 100,000 0 100000 100000 100000 100,000 100,000
Caollisions 0 0 0 0 0 0 0 0
CRC Errors 0 0 0 0 0 0 0 0
Alignment Errors 0 0 1} 1] 0 0 0 0
OverSize 0 0 0 0 0 0 0 0
Frag/UnderSize 1] 0 0 0 1] 0 0 0
v
< < ¥
Counters for 8 ports Events Only Detail View  Updating B4




2 . Tag Based VLAN
If the Tag Based VLAN function is enabled, Multi to 1 setting and Port Based VLAN will be disabled

automatically.

A. Set “Add Tag”, “Don’t Care” , “Remove Tag” function for port 1~port 8

Add tag: The outgoing packet should contain a VLAN tag no matter whether there is a
VLAN tag received at the source port.

Don’t care: The outgoing packet will keep unchanged no matter whether there is a VLAN
tag received at the source port.

Remove tag: The VLAN tag of the outgoing packet will be removed no matter whether
there is a VLAN tag received at the source port.

E]

Zrancoorteh, e Bae Coanlies - Mool Inweaet Exphirer
SED WHD LaO ML TRAO NeO

=101 %

Si-W .= . QDA Ome umeax SwR 3| 5. D -
PR [&) vy 2168211 =] Pug wm
8-Port 10/100Mbps Fast Ethernet Switch
© Administr
e Tag Based VLAN

* Port Managerment
/ VLAN Setting

3 MUt 1 Gating Tag_Vlan_Function: @ Enable | © Disable

3 TagBased VAN

s PaMBIteaVLAN Lu'f‘]
¥ 00 Setting . 2 ?
o BN oo [P [Flne: |2 . | B |l [ B
~ ag ag ax ag ay ag ag ag ag
i . Mode ® Don't Care @ Don'tCare & Don't Care | & Don't Care | © Don't Care # Don’t Care | © Don't Care =~ © Don't Care
g town € Remove Tag © Remove Tag © Remove Tag  Remove Tag | © Remove Tag | © Remove Tag © Remove Tag © Remove Tag

Uphe | - LoadDefuedt
Note:Please don't add VLAN lag on your control port

: =
SER © P

Port VLAN Tag

Don’t Care
ADD TAG
Don’t Care
Remove TAG
Don’t Care
ADD TAG
Don’t Care
Remove TAG

O|INOO| U W N

-23-



Example 1:
Port 8 transmits packets with VLAN Tag.
o Equipment
SmartBits or IXIA
J Setting
Single Burst Mode , Fixed Length 60 bytes , Random Background ,
Interpacket Gap 0.96uSec , source address: 00 00 00 00 00 28 , destination
address: ff ff ffff ff ff , packet type 8100 0001

24



Test result;

Port 1 is set Don’t care

&% Capture - SmartWindow Port 21
Fie Edit Copture View Formst Help
HE8S8 {2R| XE-m 5 enx » O
Delta(uSec)|Status|LengthPreamMAC dest  [MAC src e ~
1 0 64 641142ah63171c 000000000028 [8100 0001 §e ¢
2 ) 64 64/57 4247 82b112 000000000028 {8100 0001 ¢d¢
2 67 54 644cee23742b1f 000000000023 8100 (0001 §3:
4 68 64 64 866521 c1ct 000000000028 8100 0001 §0:
5 67 64 64/b36c 2484 6846 000000000028 8100 0001 §b
6 67 54 64 73facc9d3a05 000000000028 8100 0001 §6¢
7 67 64 64 6b70ea437a 000000000028 f8100 0001 {8+
8 67 64 6449149920 1e 42 000000000028 [8100 0001 fc
o 68 54 6467 bdb616:2(£3 000000000028 {8100 0001 f0f
10 67 54 649583 afdb46d5 000000000028 8100 0001 §6¢
11 67 54 6484¢18ie7(431 000000000023 8100 0001 2
12 67 64 64201417839118 000000000028 {8100 0001 Ja:
13 87 64 64 fd84b4 4db7 43 000000000028 [8100 0001 fe
14 67 54 64 e0ff 51004702 000000000028 8100 0001 §0¢
15 68 54 642638 b3 €5 0e da 000000000028 [8100 0001 §3 (v
< >
Retrieving Frame 298 of 1056 (28%) CAPTURE OFF

Port 2 is set Add tag

Capture - SmartWindow Port 22 =E3]
Fil: Edit Captwe View Format Help
HE8S| 2R X35 o
Status|LengthPream/MAC dest MAC src e [data/ A
1 64 64/036d02834c35 000000000028 8100 0001 §dbfa3ab2d3d
2 64 64 d8838a6ce21c 000000000028 8100 0001 §f 23 ca 2 o5 0e
3 64 64 73e0bc5d1013 000000000028 3100 0001 §1b43415b3 9
4 64 64 3d5ade 96 7fcf 000000000028 8100 0001 §7 ec 74 a7 b3 f€
5 64 64 23be 6873106 000000000028 {3100 0001 fa11lee3b3tn
6 64 643388(5ef96ed 000000000028 [3100 0001§82d5249 %3
7 64 64132(03c38:73 000000000028 8100 0001 §d 035 c7bb S
8 64 64 423707 ee 1450 000000000028 {3100 0001 e Oc 6 07 6 9t
9 | 64 645c056fc4eal6 000000000028 {8100 0001 §18466 78 ef 6
10 64 64/950b 97 d3 6149 000000000028 8100 0001 §2 1564 c0 65 cC
11 64 64 c56300633f4f 000000000028 {3100 0001 §1 ebfbcd db 3e
12 64 647d71643445b8 000000000028 [8100 0001755624068
13 64 64 4422dcfc613d 000000000028 8100 0001 §b 8c 51 a6 9 5
14 64 64 b081085 4 ff 000000000028 3100 0001 4617 bd d3 18 3f
15 64 64 e517b6257(b1 000000000028 3100 00014767 7e fced v
< >
CAPTURE OFF | 7

Port 3 is set Don’t care

Hle E

Capture - SmartWindow Port 23
Captwe Yiew Format Help

HB88| % El em » O
Status|Length PreamMAC dest MAC src type [data »~
1 B4 64/8e231dadfdea 000000000028 §8100 0001 94405453 ad 8
2 B4 B466(f3962cf52 000000000028 §8100 0001 {87 96 4d 51 08
3 64 64 d1c2e2688605 000000000028 8100 00014345342b387
4 B4 6452 40b496953h 000000000028 {8100 0001 §254 81 eOdc 4
5 B4 64/23e723053f3d 000000000028 8100 00019665314a53c5
6 B4 64/1(02d200e5b6 000000000028 §81 00 0001 § 4f 5c 97 da 8c
7 B4 64 ce18cb4f7fba 000000000028 8100 0001§5032e5493d
8 B4 64 2abdaB41effs 000000000028 8100 000187 2f fabB (4 4a
9 B4 64/ 1bebed 999685 000000000028 §81 00 0001 9564 dc 63 00 £
10 64 64 e8288248633c 000000000028 8100 0001 §a8abc2b 446
11 64 64/13f8d4cIb84d 000000000028 §51 00 00071 45 4c 7o of 3c 5¢
12 64 64/1a8ba32d009c 000000000028 {8100 0001 $b746050e0a
13 64 64/234012b3bd5d 000000000028 8100 0001 41128330340
14 64 64/dfa2b7 2bd0bS 000000000028 §8100 0001 § 47 2d 17 ba Oe
15 B4 64/17ddebc8f3b6 000000000028 8100 0001 Je bS5 23 ef 77 85w
< >
Copy the selected object(s) CAPTURE OFF P

Port 4 is set Remove tag

[ Capture - SmartWindow Port 24
File Edit JEFINS

View Formst Help

64 b8d3 7532 94 bd
64 3385 0b b8 aBc1
64 de d0 48 df 64 35
64 0d 7b 35 ba 47 be
64393139 02df e
64138304b3ac 36
64 2213 6e 40 d4 9a
64 afbaBae5 1093
64 321d6278724b
64 3d 04 Oc 46 5e de
64 d1 53 e6 a0 9/ b3
64 8d 0b 74 cb 53 48
64 2e5(c3581aea
64 dabbda 167 eb

22222 R2RR2RRR2RR

64 edf374b514b8 000000000028 J5812 2c Sd§2 02 03 bSbd 51
000000000028 b7 77 746586 e0 bc 22480

000000000028 |93¢c5 ba28p1

000000000028 |492c 7dc3Padc 88794d1e
000000000028 f2c 95 738253 6d 94 8¢ 04 5¢

000000000028 f0add 7c75p1

000000000028 |b453 6383337 38591433

000000000028 J39 ae d0 ca il

000000000028 [5894 35adp7fe 27 eda3 ad
Beec§23283d53932
000000000028 fSe 87 34 8dF95abb bS 4f 4c
000000000028 |Sb1e 1de0fi4 7aeB82c1b48
000000000028 Jcb5a b44idi43921b7374¢
000000000028 [1d3e 188af56fbceBes 7b
000000000028 cd 42 d353p7 259276241 ¥
>

000000000028 37 fa

00837617 48

b03cle1202

6c (6 c0 b0 8b

CAPTURE OFF

Fle Edit Coptue View Fommat Help
H88 2R Xg=-m

Port 5 is set Don’t care

1

5

) 64 56 4e 8d 06 06 4b.
64 64 63433c 2fdb 62
64 64 3d0c ad c6 6657 000000000028
64 64 414972993 1b 0000000000 28 |8
64 641 5c1ead D4 ac
B4 64 b35374 4113 000000000028
B4 B4 e4239(f3f513
64 64/951057 2b a0 b2
64 64 d32506 155 5¢c
B4 64 7b7f2a d7 2611
64 64 02 ed f 856107
64 64/dd 12 0e 39 326c
64 64 4551 36089185 000000000028
64 B4/e778a9ef 4345
64 646765757627 24 000000000028 |8

0000 00 0000 28
000000000028

000000000028 f¢

000000000028
0000000000 28
000000000028
000000000028
0000000000 28
00 00000000 28

000000000028

2 33 b8 db dd 3a fa a1
b 3b 43 c2b5b7 d6 3
1326 f8 1660 20 11 d¢
6 a3 69 b 8c 85 8d ¢
f 86 c507 856910 8¢
22d19118(23/b 29
jaaec7 0891 9ba7b
d ad 00 ed 4f c7 49 12
6 d7 73 cc 63 af fd 97
2 92 301 d4 8b 2c 5¢
b a3 59 8¢ be €927 3
fSe12cbc52d 3219
19bcdbbbBal cce
57del a0 7c 54029
jd 90 28 08 56 Bb bf 26 ¥

Retrieving Freme 284 of 1152 @4%)

CAPTURE OFF

>

Fle Edt Coprue Yiew Formst lielp
HSS& )o@ X-RHgMeE ens » O
Delta(uSe ~

1 [ 132 640321699645 000000000027 01 00 0001
E2s| 1032 12m £4 Sh 2069831965 00 NMONON27 [8100 DO M

3 527 639 64120098 daba X 00 OO0UOO00ZY {81 00 00 0T

1 72 LT3 645476 13576259 000000000027 61 00 0001

5 42 L Bl abd8cl el NODONDNON2T 8100 00D
Es=| 877 107 £4.d0 402804543 00 ODONON0027 [ 00 00D 4

7 230 =7 BAES517 242407 00000027 8100 0001

8 941 102 SN 000000000027 0100 0001
EIE 04 1223 B4 25840 B 073 MOONOOON0027 8100 0ODT
10 76889 1 B4.0197 773361 78 00000027 81 00 00 D1

mn %5 1014 64 67 eeb) o7 3 1c 000000000027 0100 0001 1
Ei2E| 518 &0 BAA7TNERTI Med 0DOODOONON2T 2100 0001

13 621 819 B1326116115 00W00W00Z7 81 00 00t

11 %1 1035 G404 1a 5 de02 000000000027 01 0O 0001
15 7238 £ ELEBERBNA23 MMMMN27 [B100 000 kv
< >

CAPTURE OFF

Capture - SmartWindow Port 27
File Edit Capture Yiew Format Help

Port 7 is set Don’t care

£

X

HE8E8 s 2@ Xe-REEE o » | ©

Status[LengthPream[MAC dest MAC src type [datal bl
1 B4 B4 856b9cebe? 7f 000000000028 §8100 0001 Paed 0095
2 B4 B4 484dfc7db031 000000000028 {8100 0001 p40321 5e
3 64 64 783207816110 000000000028 §8100 0001 p370e01e
4 64 64/7f88e08ed6 70 000000000028 8100 0001 P5cd 87 c2
5 B4 B4 e170720c8133 000000000028 8100 0001 P29285(5
6 64 64 4afafc575a91 000000000028 §8100 0001 F4 ad5c 78
7 64 64 5bfb08dbab 37 000000000028 §8100 0001 J0c261e8
8 64 64 1d2ccB8e252d4 000000000028 §8100 0001 bd 851e 48
9 B4 6415551551025 000000000028 8100 00015188892
10 64 64 afc23d155¢06 000000000028 8100 0001 Bbb38d cO
11 64 64 d307 5eed cBbe 000000000028 {8100 0001 pd3d1c86
12 64 64 428cb137a716 000000000028 {8100 0001 HSbb aeb3
13 B4 64 50f13d8d34ce 000000000028 {3100 0001 b6 94 4e d2
14 64 64 a4f53723353c 000000000028 8100 0001 p3b00a58

15 B4 B4/fec?1bSbdbe3 000000000028 {3100 00015303 46db v
>

CAPTURE OFF | y




Example 2:
Port 7 transmits packets without VLAN Tag.

SMB setting: Single Burst Mode , Fixed Length 60 bytes , Random Background ,

Interpacket Gap 0.96uSec , source address: 00 00 00 00 00 21 ,
destination address: ff ff ff ff ff ff

Transmit Setup - SmartWindow Port 21 %]

- Mode T Length (bytes] — |~ Background- | [~ Interpacket Gap —
, [without 4 byte CR C_]_J m =i —
Count: [1000000 « Fined [20 o 4
| 1:05 m:s Ik * Random || el Units: luSec 'I |
~VFD1 Setup (MAC dest) - 1 WFD2 Setup (MAC source]—— WFD3 Setup-
State: Igff 'I State: |Static vl State: 0ff Tz
Cpart Start
et IR T TIA TR T 51 Yalue: IUU gooooooo21 |
Ifset (Bits] Dffset [bits) Offset [bits]
™ Adjacent to VFD1 I” | sdiacent to/FD2
- Error Generation i 1~ LCollision - # of Packets Lengthlbytes
[T CRC [ Dribble [~ Enable - g = IE =
[~ alignment I Symbol # ot Packets | _] - j _I
T Output Packet — 7
I?? PNN000000000021 RNV VIVINININDINDNNWDN NN NININND0N0NY
MIl Reaisters II [ WLAN Tx Default I | oK I Cancel




Example 2 results:

port0 is set Don’t Care

B% Capture - SmartWindow Port 21

portlis set ADD TAG

File Edit Copture View Format Help Fde Edit Coptare Yirw Foomet Help
HEE (2R Xg-mi@E i o o H8&S iR X-RDOMe o« » O
Delta(uSec)|Status|Length Pream/ MAC dest MAC src e |dat ~ Delta(u! ngth Pr Ead
1 00 1495 64 68667593z ce 000000000027 1877 bd 97f7e ¢ 1 1323 54 0ibddde0¥ 79 000000000027 10100 0001 B3
2 6.3 1059 6473743515b0d0 000000000027 |d3b8 ceddfrat -2 | m2 B8 6498352035302 (0MN00027 8100 0001 §7
3 767 933 64 dae7c09e 0734 000000000027 fooe? 1415 pf ac | 3 | 443 436 $4]1363 6.2 27 3 1000000 000022 I 00 /0001 7
1 787 963 649492 bf1t6dc5 000000000027 |d003 Saf4fd =S| 105 12 54 /59bs £39350b1 000000000027 10100 0001
5 6.4 1080 64/4bB8cb b 712 000000000027 |24 38 84 3feb o] s 1275 £413064d7 % 05,63 100 00,00 00.00 27,181 00 {0001 §3
6 25 1137 640c378e5e9:25 000000000027 Jf o1 fdBopof ——| ity S| Stieakd 24426709 100000000100 27 19100 00 0143
7 | 398 477 6423157845450 000000000027 [s0ce f56a7 et —7—. L] *‘; 47078401710 e 100,00 (0 g8
8 117 1377 64 c0eB45541808 000000000027 1215 f2153ace '—’ leg ‘i1 z;z:ﬁ«dﬂl?"l 222:::7 ﬂ\'x 221‘ 3
=] 27 383 64734(76717ae2 000000000027 fa015 cBbafeal Riow o < T R TR T T TR R
10 453 554 64 2fca4334be73 000000000027 50f2 Oesifazt 10, $4, ¢ 00t 20 2
I 1 623 750 646460507 2357 (00000000027 0100 0001 )
11 536 650 64.dc175d850048 000000000027 [486b d95df7b 2] s
[l [ 854 64515091 a1 0nSa DOO00O 00027 3100 00 §3
12 607 733 64027340cd2765 000000000027 [333 915(F6a = 4 . i 5
13 7.4 1072 64 0Beee057b3a8 000000000027 |68 f2dcpd6 %8 & 84 5¢3 .o BL3_0ODNLW. 1.0 00§
14 | 14 | 00 1073 647c 124902502 000000000027 J0100 0001 fs
93 97 B4 26cad30076ed 000000000027 [8630 691df3 9 15 e L P ST e
15 432 519 6435599585295 000000000027 [430a 24 efad (v S rd
] _ CAPTURE OFF
Retrieving Frame 106 of 150 (66%) CAPTURE OFF /
. y -
port2 is set Don’t Care port3 is set Remove TAG
Capture - SmartWindow Port 23 DExR martWindow Port 24 [==1ES)
Fie Edit Captre View Format Help Fle Edit Coptwe View Format Help
HE8&E 2R Xi-nHE E o k) HE&E %2R Xg-REEDE o [:)
Delta(uSec)|Status|Length Pream|MAC dest MAC src type [data] ~ Delta(uSec)|Status|Length PreamMAC dest MAC src e[data] ~
1 00] 1320 64 9b67eel0abeb 000000000027 (3351 5037 fi [ 480 64658322271899 000000000027 [5491 690§
2 194 222 B4 74cBa043c4ba 000000000027 [1456 641246 [ 2 | 215 249 643794575087c2 000000000027 (9323 37428
3 509 617 B4 /dfeB8dbbE0a3 000000000027 [356e eSeb 2 [ 3 | 410 493 B4cfc24713ae5a 000000000027 [e640 2268
4 432 520 6488755498488 000000000027 J0169 a7 cb 5 EN 1229 1413 64.618baaf580d0 000000000027 01 d6 ab23 §f
5 128 140 B4 bc7951333511 000000000027 [923 802145 =0 1285 1500 B4BceSdaifcd 000000000027 fa340 fh2c
6 %33 1146 64.d7b1dd7baebl 000000000027 [7fe7 ceded? (6 | 946 1163 64241c1bl1a06el 000000000027 [9200 1385 Bt
7 663 809 64 dbBe3792eabc 000000000027 feBdd 7ab0 s 733 89 64 7ech851a22% 000000000027 [75c1 Sbdc f
8 273 329 64238:320/516 000000000027 [23cd b4 7745 %5 3 64 (411791 4b57 000000000027 fa7 9 4 e5
9 310 367 64 48d7dabSchee 000000000027 |47d0 eb42fe EN 755 924 643d1039061767 000000000027 [6516 2d1c f¢
10 757 927 B4 a87tc3lalefs 000000000027 |432¢ d63b g0 [ 10 | %7 1177 B4 chee1265cH85 000000000027 fed 76 823d e
11 852 1045 64b185227ebd43 000000000027 faeea 431 (11| 75831 32 64 5adidd7idbbl 000000000027 [1080 285
12 1186 1391 64 0ab7d3ccdfc 000000000027 523 2baafe (12 | 214 247 64 4b41403b691d 000000000027 fbe5b 351§t
13 733 897 B46(117d4e83d4 000000000027 [6c7 de163 (13 | 1445 1069 64 bd1a65879554 000000000027 15df 4dBaf
14 442 533 64 dBc3fbfoc2de 000000000027 [E5¢ 87 ad 14 | 1508 1467 64ca5218fe771f 000000000027 foade 9330 f¢
15 1195 1432 64531d6241 7293 000000000027 4086 sc5 3 v (15 | 832 1020 6413736610489 000000000027 [3803 0466 §<v
< > < >
Save the active file CAPTURE OFF y Copy the selected object(s) (CAPTURE OFF
. y -
Port4 is set Don’t Care Port5 is set ADD TAG
B Capture - SmartWindow Port 25 =3} martWindow Port 26 EEX
Ele Edit Coptwe View Fommat Help File Edit Copte Yiew Fommat Help
HE8 i@ Xg-nbdE & o o HB8S8 2R Xe-RHE & o K]
Delta(uSec) Status|LengthPream/MAC dest  |MAC src e|data] ~ Delta(uSec)|Status|LengthPream/MAC dest  [MAC src e[data] ~
; 0 1293 64.c307803a10%e 000000000027 fecl d338 0 — 1 0 844 B4 b7ede02d0650 000000000027 |o100 0001 e
| 2 | 1288 1442 64/78d97a399043 000000000027 18223 /53¢ 2 24.7 288 64 3543624(0b2b 000000000027 |8100 0001 4e
3 | 61.5 748 64/cf33eebbBd3b 000000000027 fifeb  41bf 3 %539 1180 64 862b(33d55¢6 000000000027 8100 0001 He
4 1043 1284 64.d42353750744 000000000027 fed o6 3961 {7 7] 260 292 54 d53a0abl 215 000000000027 8100 0001 41
5 %07 1114 64777d9%eBBcbd 000000000027 [6316 874 fc 5 | 211 244 6469421174183 000000000027 |81 00 0001 g
6 569 717 64 8558004de56f 000000000027 8107 bd7a 6 | a1 a1 64/53.d0 2 33 54 68|00 0000 00 00 27 81 00 0001 4
| 7 | 1255 14%|  64)0aflccdSec3s 000000000027 Jo07e 190 0c fa 7 17.7 1451 6440660852311 000000000027 8100 00014
G| 162 27l (54| 8369 dodels JO0D0000000 27 22 0495 B 8 847 1040 B4145b84062b i 000000000027 8100 0001 0
——'Igl] 746 18l ajdael Abradbe 000NN 000077 E75 1 de) 9 1059 1303 64/c6620daf 3be2 000000000027 8100 00014t
—— acs 40 sibhobelii S IROININIDZE g (o 10 73058 878 B4.6b114cEie37c 000000000027 [3100 00014
—— ih L e TR S A 11 654 798 64bef351136683 000000000027 [3100 00014
e iﬁ'i gg} g: js g:jib; ‘: 7‘]’ gg gg gg Eg gg Z 3”;’ g:’f; Z [12] 634 773 64.0b0aecad1561 000000000027 3100 00014
EVm : a eca b 13 475 573 64/6be7 d7 17 4753 000000000027 [3100 0001 ¢
14 847 1039 6413124315543 000000000027 faf da 2a3d§f 74 54 i iRk I nhns ki plhoie
15 817 1001 64532afb 3351 6e 000000000027 [343¢ 853248 v ] < s
@) : <15 ‘ 2.4 297 64/82c30aa4ba85 000000000027 [3100 num;v
Paste date into the selected object(s) CAPTURE OFF 7 iR

Port7 is set Remove TAG

B% Capture

martWindow Port 28

EBX

Fil: Edit Coptwe YView Formst Help
HE28 s 2@ Xg-REE & o » » O
Delta(uSec)|Status|LengthPreamMAC dest MAC src itype [datal] ~
1 0.0} 729 64/d6431b07 2921 000000000027 J235f db95 45
2 292 344 64/2572232¢939d 000000000027 |bed3 d5dSpa
3 239 279 64 505417949458 000000000027 |3372 c640 kb
4 788 848 B4 1ed4a1314ef71 000000000027 [632c 5e3f fa
5 228 264 64/ced81657 a4 c4 000000000027 |beOe 6101 pc
6 108 116 64/83b883d0eaf0 000000000027 |3e66 84 b5 p2
7 137.7 1275 6424356 9:335¢ 000000000027 |30fe OcObp3
8 725 887 64 3622b5b0d13f 000000000027 28fe 9613 Eb
9 744 910 B4/2f16b84c7c72 000000000027 I3070 28 8e 1
10 625 761 64 dad24bfe26d3 000000000027 f3aca bb33 6
11 35.0 18 64 08ba8007e8f6 000000000027 |7014 bebl Be
12 533 646 64 1cd3419222b1 000000000027 |30f2 fd8b4s
13 636 775 64/c520b8731312 000000000027 |683e 8608 B8
14 84.0 1031 B4/36d1 edc8c8d5 000000000027 |Sa7e dI54 fa
15 787 963 64622322 949cc0 000000000027 fdcfe 7d3df3 v
<
Copy the selected abject(s) CAPTURE OFF p




B. PVID Index Setting
This setting must match VLAN Member setting.

The valid value of PVID index is 1~15.

A itch Web 1llex - Microsoft Internet Explorer
BEE BHE BAD FREW TAD 9@
CEE - - DA 4| Qe annsE Swe 3B S -

S-Port 10/100Mbps Fast Ethernet Switch

 Administrator PVID i
PVID Index value is {(1~15)
& Port Management Index
il Sl s
a  Multito 1 Seting Port/PVID P5|1_ P6|1_ P'?ll_ P8|1_
@ Tag Based VLAN Subrit | LeadDefault
@ Port Based YLAMN _|4|
& QoS Setting
! I YLAN No YLAN Member
“ Port Security
% Configuration Backup/Recovery H FFl P2 FF2 FP4
“ Logout Mps M5 MP7 MPB
Update | LoadDefinlt
4 | _’l_l
€] >E! b 4
== Y

Example 1:
Set 9 as the PVID index value of port 5. Port 5 transmits packets without VLAN Tag.

(Length Random , Background Random , DA=Broadcast, SA=05)
The result is that all ports in VLAN Member 9 will receive the packets from port 5.

0 {untifled’*] - 10| x|
C& File Edit Tree Actions Selection ¥iew Format Window Help =S|
=EEAE | seRal! N, 2 =2IEHBEAM O
Ewents Events Events Ewents Events Ewents Events Ewenty | &
05 5%-7410 0B 5x-7410 | 07 Sx%-7410 08 SX-7410 10 5+-7410 0 11 5X-7410 12 5=-7410 135<-7410 |
Tx Frames ] 0 ] 0 1.000.000 a 1] 0
R Frames 1.000,000 1.000,000 0 0 0 1.000,000 0 0
R« Bytes 791,001,747 791,001,747 0 0 0 791,001,747 0 0
{i |Fx Triggers 0 0 0 i} 0 i} 0 0
Callisions 0 0 0 0 0 0 0 0
CRC Emars a 1] a a 1] a 1] 1]
Alignment Errars 0 0 0 i} 0 i} 0 0
OwerSize 1] 1] 1] a 1] a 1] 1]
Frag/UnderSize 0 0 0 i} 0 i} 0 0
1 [o ] | 3
Counters for 8 ports Events Only Detail View |Updating Ed v




Example 2:
Set 9 as the PVID index value of port 1. Port 1 transmits packets with VLAN Tag.

(Length Random , Background Random , DA=Broadcast, SA=01 , Type data=8100 0009)
The result is that ports in VLAN Member 9 will receive the packets from port 1.
Capture the transmitted packets and know their type data is 8100 0009.

Fil= Edit Action: Options Tests Adwin Wiew Help
Teem ol alo|o|e|o|o|a alalal|a a%|..>|6
CTcr‘i"iSh__‘r| olololololololo alalolo BE| |m[MAC dest [MACsrc type|datal
— G| PAHEER 000000000005 |81 00 0009 [6a2b0bhdlia?
Crobrod| = | @ | 9[22 *]| 2@ @ @ oo =0 T 00 00000000 05 [3100 |00 09 ff c3 de 12 62 47 9
522253 Half Half el el Full Pull Full Pul Full| Full| Full Full 8 B4 FF fF FF F FF fF 000000000005 |8100 0009 F34508 754298
Link—+ AN ANS| ANS| AN AN ANS| ANS| AN p B4 ff fF EF FF FF fF 000000000005 |8100 000968 7abb194be
CardlType) 7410/ 7410 P410) 410/ 7410| P410 7410/ 7410 | 7410 P10 P410) 7410 B4 FF fF FF F FF fF 000000000005 |81 00 0009 k8 7053 9a 21 a9 ¢
P NGNS NN NS N NGNG #1 Eakrrr 00 00 00 00 00 05 [3100 |00 09 |8 42 45 0 af 20 58
Sitart| Start| Start| Start StartLI B4 fF fF F FF FF fF 000000000005 {8100 00095 ec ase2 6161 ¢
- 54 ff fF BF FF FF fF 000000000005 |81 00 0009 1 56 8 28 1e 2d -
|DrLine [IP=192.168.008.045 Port=16385 Y PPTTTY non n o0 05 |91 00|00 03 b1 7b a1 85 0 78 1
=100 Xl o5 |51 00 0009 b8 4d 93 76 00 40
E_'| File Edit Tree Actions Selection View Foomat Window Help ;Iilil 005 (8100 000935506 3edicl.
o ~ 9 o 1105 [#100 0009 Fe 1d 25 00 62 5e o
FEHAE s 2R|a3 % 1 =20IEH RS0 6 05 |51 00 00 03 b1 3d 53 96 16 7b
Events Events Events Events Events Events Events Events ~loo5 (8100 0003 Fa44 b7 14695
05547410 | 06 57410 | OF 5%-7410 | 08 547410 10557410 11557410 | 125%-7410 |13 5%-7410 :I o5 leron ook waireane
1105 |31 00 0009 bf 4 0F 23 59 68 ¢
T Frames 1,107,444 0 0 0 0 0 i 0 105 |31 00 0009 pe 7c 62 7910 40 1
Rx Frames 0 1.107.447 1] 0 1095112 1.107 464 i} 0 Nos (8100 o0 HE 38771635 d
Rix Bytes 0 876.M5574 0 0 8BE.287 350 876,030,239 i} 1] 005 (8100 0009 P7 97 435901 eb ¢
Fix Triggers 0 i i i i i o i 005 [3100 0003 bf d8 d4 da be 0d 4
Colisions 0 0 0 0 0 0 0 0 005 [3100 0009 B3 b4 do B Ob 4d
CRC Enars 0 0 0 0 0 0 0 0 N05 3100 00095050952 dadbt
Alignment Errors a 0 0 0 0 0 1] a D05 (2100 0009 pre56d0cebee 7
OverSize 0 0 0 0 0 0 0 0 005 (3100 0009 Fb e3 db b efie2
Frag/UnderSizs 0 0 0 0 0 0 0 0 005 [3100 0009 fd 43 250 9 5c 3
1105 (2100 0009 fe ef b3 36 8054 ¢
_HIJ 05 |#100 0009 B2 8c 4a 37 5 of o
g [+l Y1 Inns |21 00 nnng o ha a2 aR 8RS0
Counters for 8 ports |Events Cinly |Detajl Higw |Updati.ng |B4 5 | 5
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C. VLAN Member

IP178C supports 15 sets of VLAN Group. Member ports in the same VLAN Group can
transmit and receive packets from each other but non-member ports cannot.
Following chart shows VLAN Member setting.

D les - Microo

2B v, Wed-Dusw Caramies - Mo = Al
XD NG WAQ MHREL TAD NAW =
wER - - QA Dwe unmax e I LD .
WL (@) ey 2 1602 L1 = JuE -
VLAN No VLAN Member
Poet Management 1]
VLA Satting T PPl PR Rr PR
U FEs P RY Wi
Mutito § Bating
« TagDaouian Ugdies | LowDeluas
“ PoBases AN
»
) VLAN Member
» Pest Sacurty VLAN NO =
S ek s Tatan L R L L L
¥ Logest 1 v v v
2 v v v
v
v
v v
v v v
v v v
1 v v
1 v v
12 v v
13 v v
14 v
15 v v v v
1 ! 2
OXE © W

o Equipment
SmartBits or IXIA
J Setting
Length: Random, Background: Custom , DA=Broadcast, SA=01

Set port 1, port 2, and port 3 in the same VLAN. When port 1 transmits packets, only port 2
and port 3 will receive the packets.
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Odef

M IIZS B RARTIRAE

Sichuan Odot Automation System Co., Lid.

= x|
Fie Edit Actions Options Tests Admin View Help d Length (bytes) Background Interpacket Gap
iz S ]| ithout 4 byte CAC)
Stane alo|alo|ojale|a o|olojClo|lo|o|C|C|O|C ﬁ j Single Burst - d IELIS[DITV j Rate: IDSE j
dae glo|o|e|o|e]|e|e e elelalalelale alalalB Count: [1000000 - Fived [0 & = J -
104 ® Random rits: [usec ~
Eescie) [ 151 R0 15 10 K Rl RGN G o KRR R Ko R R e
CraEer | ~WFD1 Setup [MAC dest] ~FD2 Selup [MAL source]— - YFD3 Setup (Protocal]
SMudza Full Full Full Full Full Full Full B
s A e A e ot o o P State: [Static - State: [5tatic | BB oft |
Card Type | 7410/ 7410 410 7410 7410/ 7410 7410 410 7410 7410 7410/ 7410/ 7410 7410 7410 74100 7410|7410 Start Start
W1 |02 e | s o |07 |os | |10 |01 | 02|03 | de |05 | J6 |17 18|19 |20 | #1 O T — Walue: [0 00 0000 00 01 el Edic
sl | Dffset tis] Difset i) st Bts]
ACHiffiff<000000000001 0000 [OnLine [IP=132.169.008.042 Par=15385 P e = 5 % j
: - [~ Adiacent o VFD1 I tdiacert to YFD2
File Edit T Actin Selection ¥ Fe t Wind Hely
ColEs B0 G Ao Saesion Geo Bt Qoo S By e o #of Packets Lengthibytes]
EFEHAES (2R 6 8, 50EH RS0 6 " CARC I Ditble I~ Enable = Wdhz—j
Al ot Everts | Events Events | Events | Events | Ewent | [ Alignment [ Symbel Horpackets: 100 =l =l
0157410 025%-7410 03 5X-7410 04 57410 0557410 OB 5574 Dotpt Pach
Ltput Pack
Tk Frames 1,000,000 0 0 0 0 Ifl Ff ff B £F i 00 0000 00 0001 00 00100 00 00 00 00 00 00 0000 00 00100 00 00 00 00 00 00 00 00 0
R Frames: 0 1000000 1,000,000 [ 0
Rz Bytes 0 791024660 731.024 660 a 1] Il Registers [ LA Tx Default | 0K I Cancel |
R Trigaers i i i i i
Collsions [ 0 0 [ 0
CRC Emors a 1] o a 1]
Alignment Errars a 1] 1] a 1]
Qverbizs [ 0 0 [ 0
Frag/UnderSize a 1] o a 1]
‘
Counters for 8 ports [Events Only Detedl View  [Updating




3. Port Based VLAN

If the port Based VLAN function is enabled, Multi to 1 setting and tag Based VLAN will be disabled

automatically.

Set VLAN Member for port 1~port 8.

. »C Der - Mies; t Bxplorer _‘lm_!j
SEO WHED BRO ANREQ IAD RA@
i-F .= - QD 3| Dwe wnmex Fue 3 DD - Hal
WD) @) by 119216821/ x| cuE am >

8-Port 10/100Mbps Fast Ethernet Switch

Lo Port Based VLAN
< VLAN Settng ~ .
* Multio 1 Getting | Port NO | VLAN Member
S eaDtc N Port 1 ¥ Port 25 Port 35 Port 4
@ Port Basud VLAN rl—:-l Port 5F Port 6 Port 7 Port 8%
QoS Setting i
> Port Socurity [Vonc]| [ LowaDenl |
* Configun tion Dackup Recovery S
¥ Logout Porl VLAN Member )
1 2 3 4 5 6 7 8
1 | v v v
[ v | v v
3 | I 7‘-’ I ;I v I
7 4 | v v v
A 5 | v v v
6 \ v v v
= T . ———
kd \ v v v
. L
Example:

Set port 1, port 2, and port 3 in the same VLAN. When port 1 transmits broadcast packets,
only port 2 and port 3 will receive the packets.

Transmi

o eloje o

Trigger
Collsion o7 Ao .2
Receive,
CroError Gl 2
Made Half | Half| Half Half| Half| Half
Speed- 0 18 18 180 0| e 10
Link-».
CardTupe, 7410 7410 7410 7410/ 7410

kEN:I é‘l k32 L33 L3EI
| Buret|Burat Burat Burat Burat Buret Burat Bura

Single Burst OnLine IP=192168.008.042 Port=16385

&% SmaritCounters - [Port Counters for 8 ports - (untitled)*]

CA File Edit Tree Actions Selection YView Format Window Help
mEEPS LR a8 200 BREMN6
Forts Events Events Events Events Events Events Events Events fas
21 SX-7410 | 22 8X-7410 0 23 SX-7410 | 24 SX-7410 | 25 SX-7410 | 26 8X-7410 | 278X-7410 | 28 $X-7410
13,058 0 0 0 0 0 0 0
1,371 13,058 13,058 0 0 0 0 0
87744 10262807 10,262,807 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 v
| >
Counters for § ports [Events Only Detail View vUpdnﬁng D3 2




QoS Setting

1. Class of Service Configuration

High priority is a special channel, which can make important packets pass through quickly.
To set a packet to high priority, the user should select the its port number or VLAN
Tag/IP/DS.

Example:
Select port 1 as the high priority. This means all packets coming from port 1 will be treated
as high priority.

A - D E 4| OuE maneE Gee 3| DS 54
D) [E] mpnoz 16021/ x| piE

8-Port 10/100Mbps Fast Ethernet Switch & =

 Administrator

o
&
&
&
&
&

Class of Service Configuration
# Port Management

¥ VLAN Setting
*/ QoS Setting
Mode\Port 1 2 3 4 5 6 7 8
@ Class of Senvice
Configuration PoriBase v r - r - r r -
@ High Priority Queue
Configuration VLAN Tag/[P/DS o r r r r r [nl -
@ Cuslomization
Diffsers Update

¥ Port Security
# Configuration BackupRecovery | Note:

# Logout
st W means Enable High Pricrity
When both PortBase mode and VL AN Tag/[P/DS mode are chosen, packets of YL AN Tag/IP/DS mode have
high priority .
2l
@ = |11 e weims 4




2 « High Priority Queue Configuration
The setting in High Priority Queue Configuration must be in conjunction with Class of

Service Configuration by selecting VLAN Tag/IP/DS. Weight-Round-Robin Mode sets
packets forwarding ratio of High priority to Low priority. The ratio is 4:1 or 8:1.

olles - Macwmlt Intscet Explores =10 x|
HOAEQ® IO NG
SEA 2D D Ome anmtk WE 3 S O v - -
D [€) rpins216021 <] onE Wi
8-Port 10/100Mbps Fast Ethernet Switch
# Al tor High Priority Queue Configuration
* Part Management
* VLAN Setting
QoS Satting f
Waight-Round.Robin |.ow weight
@ Class of Semice {
Configuration Mode © Weight-Round-Robin Low wezight 1/4
2 ﬁﬂk;ﬂ.?.’il',.‘.“ s 2 € Woight-Round-Robin Law waight 178
@ g::::::ummu Updsee
* Port Security
¥ Configuration BackupRecovery
* Logout
RS I X 4
Example:
Set port 5 and port 6 transmit packets to port 7.
T _laix]

File Edit Actions Options Tests Admin View Help

Trigger Al
Colision | |25 2% $25 123 g
Receive. . . =
Crc Error ol e ke [fke: R
e 5 0
Link -+ ANS| ANS AND AN P
CardType 7410 7410 7410 7410
NUNENENE #1
5 Star| Start Star| Start B
|Continuous [OnLine [IP=192.162.008.045 Port=16385 7
- [Port Counters for 8 ports - (untifled)*] [ _‘- _ID 5‘
& File Edit Tree Actions Selection View Format Window Help 18] x|

EEEHAE FR|a !N ) | BIEBE0 6
Rates Rates Rates Rates MM Rates «
05 5X-7410 06 SX-7410 07 SX-7410 08 SX-7410 105X-7410 | 11 5X-74

Tx Frames 12,334 3.088 0 0 1}

Rx Frames 433 383 15,405 0 0

Rx Bytes 2717 24513 12192917 0 0

R Triggers 0 0 0 0 1]

Collisions 0 0 0 0

CRC Ermrors 0 0 0 0 0

Alignment Errors 0 0 0 0 1]

OverSize 0 0 0 0 0

Frag/UnderSize 0 0 0 0 1]

4 1
v

< I3 | K L|-‘
Tile all windows horizontally [Rates Only |Detail View  [Updating




J Equipment

SmartBits or IXIA

e  Setting

Continuous Mode , Random Length , Custom Background , Interpacket Gap

0.96uSec , SA=05, DA=07

Capture port 7 packet data and check MAC src column. Find that the ratio of port 5 (High

Priority) and port 6 (Low Priority) is 4:1.

CAPTURE OFF

it iy I ]
File Edit Capture Wiew Fonomst Help
HE2&E { &R Xg-m B o n »| O

Delta(uSec)|Status|Length Pream/MAC dest [MAC src [type|data -]

4 EE.4 10 64 000000000007 000000000006 |5cbf b8 2ced 42 725dcf B3d8 3b &7 [_I
5 215 1000 54 000000 DOj00 OF 00 00 000000 05 |00 00 00 00 00 00 00 00 00 00 00 00 00
b 11.7 126 54 000000 DOj00 07 00 00 000000 05 |00 00 00 00 00 00 00 00 00 00 00 00 00
i 53.8 715 54 000000 00j00 OF 00 00 000000 05 o0 A0 g 00 00 00 00 00 00 00 00 00
8 703 858 54 000000 00j00 OF 00 00 0000 00 05 00 0% 80 0 00 00 00 00 00 00 00 00
9 ES.E 80 54 000000 00j00 07 00 00 0000 00 06 |6fbe 11 &6 c1 4b B3 28 23 B0 B 35 66
10 537 26 54 000000000007 000000000005 0000 0000000000 000000000000
11 436 EO0 54 000000000007 000000000005 0000 0000000000 000000000000
12 256 300 54 000000000007 000000000005 0000 0000000000 000000000000
13 100.2 1232 54 000000000007 000000000005 0000 0000000000 000000000000
14 238 353 4 000000000007 00000000000 S65F 755d71 84 30 Fdbf03 ac 0591 ¢
15 114 123 F4 000000000007 000000000005 0000 0000000000000000000000
16 ava 1073 F4 000000000007 000000000005 0000 0000000000000000000000
17 E3.2 245 F4 000000000007 000000000005 0000 00000000000000000000 00
18 445 536 F4 000000000007 000000000005 0000 00000000000000000000 00

14 281 X 4 000000000007 000000000006 22cd eB21 M cB07ececal ¥l el Ba: =
170 147 Cd OO0 A0 a0 00 a7 nn 00 0 00 00 nr 00 nn ﬂﬂl‘lﬂl‘ll‘ll‘ll‘lﬁl‘lﬁl‘lﬂﬂﬂﬁﬂﬂl‘lﬂIl_I
Z4

-
gl
=

-35-




Capture port 7 packets and check MAC src column. Find that the ratio of port 5 (High
Priority) and port 6 (Low Priority) is 8:1.

Capture - SmartWindew Port 07 =10 x|
File Edit Captore View Foomst Help
HES 2@ X5-DHE 5 e u » O
Delta{uSec)|Status|LengthPream/MAC dest [MAC src [type|[data =]
11 1091 1344 £4 000000000007 000000000005 0000 0000000000000000000000C
12 10.0 105 £4 000000000007 000000000005 0000 DDDDDDDDDDDDDDDDDDDDDD[—I
13 ga.2 833 64 000000000007 000000000008 =39 66 a094b2b2 bfd258dd34 34 2
14 374 447 £4 000000040007 000000000005 0000 0000000000000000000000C
15 V4.4 910 54 000000040007 000000000005)0000 000000000000 0000000000C¢
16 £2.8 7E5 54 0000000g0007 000000000005 )00 00 Qa0 00 00 00 00 00 00 00 00 C
17 11E.3 1442 64 000000040007 000000000005 DD%DD@D—DDDDDDDDDDDDDDDDD[
18 54.4 EE0 64 0000 00 0 00 07 |00 000000 00 05 |00 00| 00 00 00 00 00 00 00 00 00 00 00 ¢
19 104.6 1287 54 000000000007 000000000005 0000 000000000000 0000 000000C
20 /8.8 9EE £4 000000040007 000000000005 0000 0000000000000000000000C
21 58.1 06 54 000000040007 000000000005)0000 000000000000 0000000000C¢
22 335 238 64 000000000007 000000000006 |90 e HFd4ebb94 3e 67 37 E07e 7027
23 50.7 E14 G4 000000000007 000000000005 0000 000000000000 0000 000000C
24 622 758 £4 000000000007 000000000005 0000 000000000000 0000000000C¢
25 57.1 E34 £4 000000000007 000000000005 0000 000000000000 0000 000000C
26 57.7 70 £4 000000000007 000000000005 0000 000000000000 0000 000000C
27 111.4 1373 54 000000000007 000000000005 0000 000000000000 0000000000C¢
28 1134 1357 64 000000000007 000000000005 0000 0000000000000000000000¢C
| |CAPTURE OFF | y
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3. Customization DiffServ
The setting in Customization DiffServe is associated with Class of Service Configuration by

selecting VLAN Tag/IP/DS.

Example:
Select the pre-defined VLAN Tag/IP/DS coming from port 1 as the high priority.
tEJ #E(E) ﬁﬁﬁ@ FEIRE

C-H -2 - Q[ 4| Qe awsE Jxe 3 B S 9

D) [&] np19z.168.2.1/ ~| prE EE >
8-Port 10/100Mbps Fast Ethernet Switch

& Administrator

Class of Service Configuration

% Port Management

% WLAN Setting
-+ QoS Setting
Mode'\Port 1 2 3 4 B 6 7 8
@ Class of Service
Configuration PartBase r - r r - - r -
@ High Priority Queue
Configuration VLAN Tag/lP/DS ¥ - r r - - r -
@ Customization
Diffsery Update

% Part Security
& Configuration Backup/Recovery Note:

 Logout
i ¥ means Enable High Priority
When both PortBase mode and VLAN Tag/IP/DS mode are chosen, packets of VLAN Tag/IP/DS mode have
high priority .
[&) =8 Y 4

There are a 6-bit field in DiffServe, representing 64 possible combinations.

0 1 2 3 4 5 6 7
. FEEEEEEEE
&-Port 10/100Mbps Fast Ethernet Switch
e Customization Diffserv
Port Management
VLAN Setting
QoS Setting -
. IENEE- e | i |
Configuration
@ High Priority Queue ;
c i V: Enable, - Disable

2 0 8 | o [ o [2d] - [32] gl 40 S 43 R 56| v
Port Security 1 9 — | 17 25 33 41 49 57
Configuration Backup/Recovery 2 10 v 18 v 26 v 34 V 42 50 58
Looout 3 iy - (Bl — [P . [P [ (s [Fsen( -

4 12 — | 20 28 36 44 S2 60

5 13 - | 21 29 37 45 53 61

6 14 — | 22 30 38 46 v 54 62

7 15 — | 23 31 39 47 55 63

1. If the value/number of the DiffSeve field of an IPV4 frame or traffic class field of an IPV6 frame is equal to

one of the above enabled indexes, this IP fame will be processed by the Co$ function of this system.
2.Default enabled Index = 10, 18, 26, 34, 46, 48 & 56.
v

& [ @ Msmi @ 100% ~




J Equipment
SmartBits or IXIA
e  Setting

Continuous Mode , Random Length , Custom Background , Interpacket Gap

0.96uSec, SA=10, DA=12

. IPv4 DiffServ

Reference IPv4/IPv6 DiffServ frame format, and then the value is 0100 0000 0000 1100
(2Byte). Therefore, 0800 400C (4 Byte) is the content of IPv4.

EEPROM DiffServ value(DSCP) TYPE VER(0100)+Header size | DiffServ+RES
Decimal Binary Hexadecimal Hexadecimal Hexadecimal
3 000011 08 00 40 0C

il Frame Editor - SmariWindow Poxt 10

File Edit View Option Protocol Help

FEH 2R e

—
g0ge: 00 60 0D OO B0 12 00 00 6O B0 BO 1B|BB 88 4@ ﬂBl
8016: OO0 60 0D BD B0 00 00 00 OO OO BA 00 00 00 OO 0O
9032: 00 60 0D OO B0 00 00 00 OO OO OA 00 00 00 OO 0O
GO48: 00 6O 0D OO B0 00 00 00 OO OD BA 00 00 00 OO 0O
B064: OO0 60 0D OO B0 00 00 00 OO BD BA 00 00 00 OO 6O
00808: OO0 60 0D OO B0 00 00 00 OO OO OO 00 00 00 OO 0O
Frame Editor Cugtom Borte: 70

[l. IPv6 DiffServ

Reference IPv4/IPv6 DiffServ frame format, and then the value is 0110 0000 1100 0000
(2Byte). Therefore, 86DD 60CO (4 Byte) is the content of IPv6.

EEPROM DiffServ value TYPE VER(0110)+TCJ[7:4] \ TC[3:2]+RES+0000
Decimal Binary Hexadecimal Hexadecimal
3 000011 86 DD 60 \ Co

{fi| Frame Editor - SmartWindow Port 10

File Edit View Option Protocol Help

= H B8 o

goAad: OO0 00 00 00 00 12 08 08 00 00 6@ 1B|86 DD 68 [.‘-Bl
f616: OO0 00 00 00 00 OA OO OO OO OO 0O 0O 00 00 60 89
6632: 00 00 00 00 00 OA OO OO OO OO 0O 0O 00 00 60 89
GB48: OO0 00 00 00 00 OA OO OO OO OO 0O 0O 00 00 60 89
ge54: OO0 00 00 00 00 OA OO OO OO OO 0O 0O 00 00 60 89
06806: OO0 00 00 0D 00 OA 00 OO OO OO 0O 0O 00 00 60 88
Frame Editor Custom Borte: 16
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Left frame (in red) shows that WRR is 4:1.
Right frame (in blue) shows the content of IPv4.

BY Capture - SmartWindow Port 12

BE

File Edit Captore WView Format Help
HE2S 4@ Xe-ROdE I e e
Delta{uSec)|Status[LengthPream MAC dest [MAC src [type[data -
1 ool 3m B4 000000000012 000000000070 0300 400c07 f2000000004072551h0C
2 E7.6 926 E4 000000000012 000000000011 0200 400007 f2000000004072579bC
3 468 BEG E4 000000000012 000000000010 0200 400c07 f2000000004072551bC
4 11581 1418 64 000000000012 000000000010 0200 400c07 f2000000004072551bC
5 £4.3 o4 B4 000000000012 000000000010 0300 400c07 f20000000040725510C
] 1657 177 E4/ 0000000000712 0000000000710 0800 40 0c 07 f20000000040 7255 1hC
7 571 Stz E4 000000000012 000000000071 0200 400007 2000000004072 57 8bC
8 44.3 534 G4 0000000000712 §0000000000 1080200 400 0720000000040 72551bC
9 477 576 64 0000000000123 0000000000 1080300 400c07F20000000040725510C
10 128 140 E4/ 00000000 00 12 § 0000 00000010 908 00 |40 0c 072 00 000000 40 72 55 1h C
11 1024 1342 E4 0000000000712 0000000000 1080200 400 07F2000000004072551bC
12 177 1451 E4 00000000 0012 § 000000000011 §02 00 40 00 07 2 0000 00 00 40 72 57 8b C
13 BE6.4 10 E4 000000000012 000000000010 0300 400c07f2000000004072551bC
14 57.5 £33 B4 000000000012 000000000070 0300 400c07 f2000000004072551h0C
15 709 8967 E4/ 000000000072 000000000010 0200 400c07f2000000004072551bC
16 1.9 ava E4 000000000012 000000000010 0200 400c07 f2000000004072551bC
17 £9.4 848 64 000000000012 000000000011 0200 400007 f2000000004072579bC
14 B5.5 an2 B4 000000000012 000000000010 0300 400c07 f20000000040725510C
19 E45 7as E4/ 0000000000712 0000000000710 0800 40 0c 07 f20000000040 7255 1hC
20 E2.6 937 E4 000000000012 000000000010 0200 400c07 f2000000004072551bC
21 44.6 538 64 000000000012 000000000010 0200 400c07 f2000000004072551bC
22 | 234 64 000000000012 000000000011 (0300 400007 f200000000407257 3h (v
< b4
Retrieving Frame 57 of 160 (3245 CAPTURE OFF

Left frame (in red) shows that WRR is 4:1.
Right frame (in blue) shows the content of IPv6.

B% Capture - SmartWindow Port 12

=]

File Edit Captore View Foomat Help
HE5S §B@ Xec0HEH o
Delta(uSec)|Status[LengtPreamMAC dest [MAC src [type[data Pl
1 ool 182 £4/000000000012 000000000010 86dd 60c007f2000000004072551kC
2 382 458 £4/000000000012 000000000011 0800 600007 f2 0000000040 72 57 9b C
3 143 158 64/000000000012 000000000010 86dd |60c0 07 f2000000004072551kC
4 61.3 754 64/000000000012 000000000010 86dd 60c007f2000000004072551kC
5 613 746 64/000000000012 000000000010 B6dd |60c0 07 f2000000004072551kC
[} 56.3 654 64/0000000000712 000000000010 86dd |60c0 07 f2000000004072551kC
7 E4.7 783 E4/ 000000000012 000000000011 0800 600007 F200000000407257 30 C
i} iz 1091 £4/000000000012 J000000000010)86dd |60l 0f2000000004072551kC
9 778 953 £4/000000000012 J000000000010)86dd |60 02000000004072551kC
10 4EE BE3 £4/000000000012 J000000000010)86dd |60 0Af2000000004072551kC
11 8.3 996 64/000000000012 J000000000010)86dd |60 0Af2000000004072551kC
12 1105 1361 64/0000 00000012 J00 0000000011 0800 6000 07F2 00000000 40 72 57 9b C
13 1046 1288 64/000000000012 000000000010 B6dd |60c0 07 f2000000004072551kC
14 213 254 64/0000000000712 000000000010 86dd |60c0 07 f2000000004072551kC
15 E25 761 E4 000000000012 0000000000710 86dd B0c007 f2000000004072551h0C
16 344 410 £4/000000000012 000000000010 86dd 60c07f2000000004072551kC
17 425 513 £4/000000000012 000000000011 0800 600007 f2 000000004072 57 9h C
18 533 E4E £4/000000000012 000000000010 86dd 60c07f2000000004072551kC
19 524 635 64/000000000012 000000000010 86dd |60c0 07 f2000000004072551kC
20 838 1028 64/000000000012 000000000010 86dd 60c007f2000000004072551kC
21 837 110 64/000000000012 000000000010 B6dd |60c0 07 f2000000004072551kC
22 3o 368 64/000000000012 000000000011 (0800 |60 0007 f2 0000000040 72 57 9b 0w
£ >
CAPTURE OFF
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Port Security

Enabling this function will disable the Tx ability and Rx ability.
Note: Please don’t enable port security on the port which is connected to your web

management PC.

Example: Enable port 1 and port 2.

s Web-Base Contiolbs - Macsouolt nbesiet Exploses

XD WHE BRO EGAEQ IRO NE® | = |
EE-R .- A Ome Lmmnk mE 3|5 D v

D [€) 12 1602 1 <] onE w4

Port 10/100Mbps Fast Ethernet Switch

. Mmistor Port Security

Port 1 2 3 4 -] 6 | 7

% Configur ation BacKupRecovery Enable 3 3 r r r o | B r
> o

After power on reset, each port will record the first receiving packet’s source MAC address asa ™ Security
MAC address ".

A security port only allows that packe! which has the ™ Security MAC address " 10 active on.

Note:Flease dan't enable port security on your Control port.

Use the test equipment to do Ring test. Check whether port 1 and port 2 can receive

packets.

B%: SmartWindow - 10-17_prf
File Edit Actions

Options  Tests Admin View Help

Tronsmi, a|ala|le|alalalalc|lalals
tatus M
gt alo|clleleele alalala|B
allizion
Peosive, aoooooooooog
1z Errar
Mode—+| Full| Full| Full Full| Full| Full| Full| Full | Full| Half| Half 0
Speed-+| 108 | 106 foc| ;o) |
Link -+ AN AN ANG| ANG| ANS| ANS ANS AN P
Card Tjpe. 70| 7410) 7410 7410| P40/ P40 P410) 7410|7410
[N ML NG N N NG N N NG

EEHHFAES 4R a8 n E2E0EHSEM0 6
Rates Rates Rates Rates Rates Rates Rates Rates ~
10 5%-7410 11 5¥-7410| 12 S5¥-7410 13 557410 14 S¥-7410 15 5%-7410 16 547410 17 S¥-74010 =

il [T Frames X RT3 16411 16,485 16,453 16,397

Rz Frames 4 15,475 15,404 15484 15,451

= [Fx Bytes 4 12,190,352 12,191,568 12,190,388 12,190,779

il | Triggers 16,475 16,404 16,484 16,451
Collisions 0
CHC Errors a a a a
Alignment Errors a a a a
OverSize 0 0 0 0
Frag/UnderSize 1] 1] 1] 1]

hd
< >
Counters for 8 ports Rates Only Detodl Views  Updating B4
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Configuration Backup/Recovery
This function can save the switch configuration on your computer or restore the switch
configuration by uploading the “.bin” file which is previously save on your computer.

Follow the following steps to verify.
Step 1. Set port 1=Forced 100Mb FULL, port 2=Forced 10Mb FULL. Then plug power cord
and enter the same web page for ensuring the new setting take effect.

3} SmartOvizh Web-Bae Conte
L)

oler - Microoodt Intrenet Explorer

=101

o IRD RHW =2
HER .4 - QA Ore ek Swe 9 5. O o dal
BUED) |8) iy 1521632 1/ ~| cuE wma»

8-Port 10/100Mbps Fast Ethernet Switch

* Administr otor Port Control Configuration Tl
. Port Management
° Port Toagurabon
9i; Betowm Lonsol Port No Name Link Capability Duplex Port TwRx Ability
o Broadeast Slorm I T 1 |
Control I v r| | fvem> Nego. (All Crrbidees) ] Full ¥ Frable
@ Max Packs] Lengm ' .
+ an o =
¥ QoS Setting NetaP S oA S
Yon né £ ¢ 0L AL 09 et e
¥ Pert jote Port name can only use “a.2"; PR o e S,
Configur ation BackupRecovery R
4 Aoen Current Status Setting Status
# Logout Port | Name 1 =
Link | Speed | Duplex Capability Duplex Port Tw/Rx Ablity
1 I ® | 100Mb | FULL Forced 100Mb FULL enable
2 o 10Mb FULL Forced 10Mb FULL enable
3 ® 100Mb FULL Auto enable
4 @ | 100Md | FULL Auto enable
5 ® | 100Mb | FULL Auto enable
6 < 100Mb FULL Auto enable 2y
7 ® | 100Md | FULL Auto enable
8 &) 100Mb | FULL Auto enable
— . . u :]
L1 xR © BuSs 7

Step 2. Enter Configuration Backup/Recovery web page, and then choose in
Backup(Switch->PC) column for saving this setting.

3 S wakch WebBas Controlies - Macwomwit Inscimt Exphoses =10l x|
XD WHE BRO BOAEQ IRO R#E@ -
CER QDD Ome ek Fwe 3 D3 .

D [€] sz 16021 <] otE |

* Administrator

* Part Management

= VLAN Setting

* Qo Satting

+ Port Security

¥ Configuration BackupRacovery
* Logout

RG]

c i p/R: y

9

Backup(Switch—+PC)

Please check "Download” to download EEPROM contents _ Downked

Recovery(PC—Switch)

Selact the image file

Password ioid




Step 3. Save the setting and the file name is x.bin

BRI AR BT TRV © I0E T e
£t LT EREEERR © T REES

185 diowen. bin
ﬁ%ﬁ EIN &5%
fiE 19216821

TR R AT R TR E s

BEo | [& B | HibEEsen

e Bz EERFERLRERES

Step 4. Choose the image file, enter password, and click[ypdate] shown in

Recovery(PC >SW|tch) column for reading EEPROM.

ontroller - Microsoft Intemet Explore;

BEE REE WRHE FREW TEO HEW

B2 D H | ez asoRE Gse 3B S 0.

D) [&) hp 13218821/ x| wiE E
8-Port 10/100Mbps Fast Ethernat Switch
- i Configuration Backup/Recovery
¥ Port Management
“ VLAN Setting Backup({Switch—PC)
¥ QoS Setting
¥ Port Security Please check "Dowmload" to download EEPROM conterts, _Downled
# Configuration Backup/Recoveny
¥ Logout [
»
Recovery(PC—Switch)
Select the image file
IP W TFE R chedydown bin .
Pasaword [FP | Uske
EEE] Y 4

Select the image file

Enter password

42-



Step 5. Click to use new setting to login.

—|al x|
BEE D S0 HORBW TED HA® [« |
CEE -4 - D@ 4 Ques wameE Sk 35S v -
D [&] hpez 168210 =] punE [EE >
8-Part 10/100Mbps Fast Ethernet Switch
“ Administrator
% Port Management Update
% VLAN Setting Successfully!!
* QoS Setting
* Port Security Please Click "Reboot" to use new sstting to login
% Configuration Backup/Recovery
# Logout
[& = [ o wewEs Y

Step 6. Enter following web page and confirm whether this new setting takes effect.

: : : o > =10l
HRE ®EED WR0 #HOREW IROD HED |
CEE - D0 4| Que mweE G & B S5 EHY

HRHED) [E] Mooz 168217 = PiE |EE

S-Port 10/100Mbps Fast Ethernat Switch

% Administrator Port Control Configuration T
- Port Management
@ Port Configuration
e, el Port Mo. Name Link Capability Duplex Port TwRx Ability
@ Broadeast Storm
Control 1~ | [ ZvotoDlego. (4l Capebilivs) =] Full ~ Enable ~
@ Max Packet Length
 VLAN Setting O
# QoS Setting
i : Note: Port name can orly Use "a-z" "A-7" "0-g" 1 " man nn iz
Port Security
- O U L e Ry Current Status Setting Status
* Logout Fort | Name
Link | Speed | Duplex Capability Duplex Port Tx/Rx Ability
1 IC+ [ ] 100Mb FULL Forced 100Mb FULL enable
2 [ ] 10Mb FULL Forced 10Mb FULL enable
3 L] 100Mb FULL Auto enable
4 L] 100Mb FULL Auto enable
5 L] 100Mb FULL Auto enable
6 L] 100Mb FULL Auto enable |
7 L] 100Mb FULL Auto enable
8 [ ] 100Mb FULL Auto enable
=
€= [ | s 4




Logout
Choose Logout

EEN e Q04 Que ynmne Fuw P DS -
WD) (@) ey 192 16521/ > ouE  wm >

» Welcome fo
8 Ports SmartSwitch WebComts oller

* Port Management
¥ VLAN Setting Basic Feature
¥ QoS Setting

* Support CoB
¥ Poet Security * Suppart PortBase VAN o Embedded HTTP web Mansgement
» Configuration BackpRecovery + Broadeast storm Protection o Pod £2atus contguro

o Pori@ase VLAN Setting
m i o Port Base DataRate Selting
o QoS Setting
* Auto MOUMDEX option o Password securily
o filterMorward special DA option o TFTP furiware upgradable
» Suppont Packet length 145211536

Exit web page will appear for further confirmation.

Click [YES]will leave this system. Click NO|will back to this system.
¥ nternet Exploger : =11l

#BEE REE WSRO ZHRELW IED FHAD |ﬁ
CrE-=-QF d Quz aaweE Jse 3 D59 -2 5
HBHED) |&] http:4192.168.2.1dgout htem =] puE W@ >
=]

Are you sure?

=l
=R [ [ [ s 4




Appendix

Use Hyper Terminal to monitor the status of the switch.

Step 1: Set the COM port as the figure shown below.

CbM1 Properties @

Port Settings
Bits per second: | 19200 v
Data bits: | 8 v
Parity: | None v
Stop bits: |1 v

Elow control: | [ETE N

[ Restore Defaults ]

[ 0K J[ Cancel ][ Apply ]

Step 2: Use Hyper Terminal to check Web Code Version

BEE WEE® R0 WO BE0 HEO

1V2.21
o (=] B

D|#| 5|5 ol

0

IP210 Firmware Update V¥2.11
SST39VLF040

Checking MagicCode

Checking Flash. ..
FlashBank-8{be)
FlashBank-1(86

FlashBank-2(

HAC Address : 50.80.17.80.13.10

IP Address £ 192.168.2 71

Subnet Mask 1 200209290 .0

Gateway Address: 192.168.2.254

HebCodeYersion : ¥2.21

WebPaaeVersion : TP210SDK2 [2.21_ICPlus_IP178_¥5
Welcome To IP210 Heb Serve

@R 000615 [ANSIW__[loomsNd | SCROLL _[Care oM. [ 1A

~ABOVE~
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Spanning Tree
User can set up a series of attributes such as STP.

6 TP +2Fiber P ps Fast Ethernet Switch

# Administrator

Welcome to
& Ports SmartSwitch WebController
“ Port Management
5 : Basic Feature
# VLAN Setting Management
* QoS Settin: = Suppert CoS
9 : = Support PortBase VLAN + Embedded HTTP web Management
“ Port Security - Broadcast storm Protection + Port Status configure
~ » Port Base VLAN Setting
“+ Spanning Tree Advanced Switch + Port Base DataRate Sefting
+ Port Locking
o STP Bridge Setfings . i?ﬂ&%ﬁ&ﬁ&pm‘t + QoS Setting
" = Auto option = Password security
a STP Port Seftings - filter/forward special DA option + TFTP firmware upgradable
@ Loopback Detection = Support Packet length 155211536
¥ Configuration
Rackup/Recovery
+ Logout




STP Bridge Settings
1. Choice STP Mode
2. 2.Display the bridge ID

Todes) B

1 2 3 4 5 6
6 TP +2Fiber Port 10/100Mbps Fast Ethernet Switch = = = = = &
# Administrator STP Bridge Settings

“ Port Management

# VLAN Setting Spanning Tree Settings
# QoS Setting i
E PB?Id‘?E_ Hello Time Max Age Fgr;:ar:d
* Port Security STP Mode Temiy . o
e o (0761440) (1710 Sec) || (6740 Sec) (4730 Sec)
a  STF Bridge Setfings | v|
a STP Port Settings | ‘ PE—
@ Loopback Detection | St ‘
 Configuration Note: 2#(Forward Delay-1) »>= Max Age,
Rackup/Recovery
# Logout

Wax Age »= Z#(Hello Time+l)

Note: If vou enable the MAC address binding function, the address leaninz function will be disabled automatically. Then both RSTP/STP and address
learning will be affected.

Bridge Status
STP Mode Bridge ID Hello Time | Max Age Fm’"’"‘fd
. Delay
RSTP 32768:50 80 17 8Q 13 FO B 20 15
Root Status
Root 1D Hello Time | Max Age e
Delay
I'm the root bridge! 2 20 10

Note: If you enable the MAC address binding function, the address leaning function will be disabled
automatically. Then both RSTP/STP and address learning will be affected.




STP Port Settings

For viewing and configuring STP Port
1. Select Port No.

2. Confirmation setting

3. Display STP Port state

6 TP +2Fiber Port 10/100Mbps Fast Ethernet Switch
“ Administrator STP Port Settings

* Port Management

% VLAN Setting STP Port Settings
“ QoS Setting RPC
> Port Security Priority N
Port No. (17200000000}
“# Spanning Tree } (0™240)
@ STP Bridge Settings 0=AUTO
» STP Fort Settings [ ] \ |
@ Loopback Defection I ?—*j_ =
b
 Configuration :ggit g =
Ve Fort 4
Port 5 3.
STP Port Status
Port No. RPC Priority State Status Designated Bridge Des;ggited
1 Auto:0 0x80 — Disable — —
2 Auto:0 0x80 — Disable — —
3 Auto:0 0x80 — Disable — —
4 Auto:0 0x80 — Disable — —
3 Auto:0 0x80 — Disable — —
3 Auto:200000 0xgp  |[Desiemared Forwarding - -
Port
7 Auto:0 0=80 — Disable — —
8 Auto:0 0x80 — Disable — —




Loopback Detection

1. Loopback Detection Settings
2. Reset All Ports

3. Display STP Port State

Trber)  BiFibex)

1 2 3 4 5H 6
6 TP +2Fiber Port 10/100MbpsFast Ethernet Switch — = = = = =

# Administrator Loopback Detection Settings ;
# Port Management -

% VLAN Setting Loopback Detect Function Disable W
QoS Setting Auto Wake Up Diszble ¥
“ Port Security Wake—Up Time Interval 10 sec W
- Spanning Tree | Submit |

@ STP Bridge Settings
@ STP Port Settings

@ Loopback Delection Reset AL Ports 2
% Conflguration
R;atikupm‘awvery
ik Port No. Status
1 —
B —
3 —
4: — 3
5 —
3 —
7 —
8 —




